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Lost or Stolen laptop but still reporting into the console? 

Deploy BigBrother to force enablement of location services, allow application access and get an 
approximate location using the BigBrother analysis. 

Note: Location services will use a combination of global positioning service (GPS), nearby wireless 
access points, cell towers, and the IP address to determine the device’s location. Depending on the 
capabilities of the device, the location can be determined with varying degrees of accuracy and in 
some cases, may be determined precisely. Accuracy results are reported in the BigBrother analysis. 

 

Tested on Windows 10 and Windows 11 

DISCLAIMER: This task is intended to be used responsibly and solely for the recovery of assets 

 

 

Setup 
1. Import the Bigbrother task and analysis 

 

2. In WebReports create the following: 

 

 

 

 

 

 

 

 

 



3. Create the following Scheduled Activity in WebReports (changing fields where necessary): 

 

 



Deployment 
Immediately upon notification of the missing asset, deploy the BigBrother task targeting the missing 

endpoint. By default, the task will remain open for 60 days and be reapplied every hour.  

 

If the endpoint checks in, Bigfix will enable Location Services on the target and determine its 

location. The endpoint will then send the results to the BigBrother Analysis.

 
 

Webreports will generate a report and send an email notification to the address(s) set up in the 

scheduled activity. If the endpoint changes location, a new notification will be sent out with the 

updated coordinates. 

 

 

 


