20160120
Current Date: January 20, 2016

Client version 9.2.6.94 built for Windows 5.1 i386 running on WinVer 6.1.7601

Current Balance Settings: Use CPU: True Entitlement: © WorkIdle: 10 SleepIdle:
480

ICU data directory: 'C:\Program Files (x86)\BigFix Enterprise\BES Client'

ICU init status: SUCCESS

ICU report character set: windows-1252

ICU fxf character set: windows-1252

ICU local character set: windows-1252

ICU transcoding between fxf and local character sets: DISABLED

ICU transcoding between report and local character sets: DISABLED
At 09:52:09 +0530 -

Starting client version 9.2.6.94

FIPS mode disabled by default.

Cryptographic module initialized successfully.

Using crypto library 1ibBEScrypto - OpenSSL 1.0.1p-fips 9 Jul 2015
At 09:52:10 +0530 -

Restricted mode

Initializing Site: BES Asset Discovery

Initializing Site: BES Inventory and License

Initializing Site: BES Support

Initializing Site: BigFix Labs

Initializing Site: Enterprise Security

Initializing Site: IBM Endpoint Manager for Software Use Analysis

Initializing Site: IBM License Reporting

Initializing Site: Patching Support

Initializing Site: Updates for Windows Applications

Initializing Site: Virtual Endpoint Manager

Initializing Site: mailboxsite
At 09:52:11 +0530 -

Beginning Relay Select
At 09:52:12 +0530 -

RegisterOnce: Attempting secure registration with
"https://TRENDSCAN.sps.co.in:52311/cgi-bin/bfenterprise/clientregister.exe?RequestT
ype=RegisterMe60&ClientVersion=9.2.6.94&Body=14802995&SequenceNumber=38&MinRelayVer
sion=7.1.1.0&CanHandleMVPings=1&Root=http://TEMSPS.sps.co.in%3a52311&AdapterInfo=64
-00-6a-0a-92-17_10.110.0.0%2f21_10.110.2.102_0&AdapterIpv6=64-00-6a-0a-92-17%5efe80
%3a%3a7d23%3al3bb%3abc5c%3ab273%2f64 0"

Unrestricted mode

Configuring listener without wake-on-1lan

Registered with url
"https://TRENDSCAN.sps.co.in:52311/cgi-bin/bfenterprise/clientregister.exe?RequestT
ype=RegisterMe60&ClientVersion=9.2.6.94&Body=14802995&SequenceNumber=38&MinRelayVer
sion=7.1.1.0&CanHandleMVPings=1&Root=http://TEMSPS.sps.co.in%3a52311&8AdapterInfo=64
-00-6a-0a-92-17_10.110.0.0%2f21_10.110.2.102_0&AdapterIpv6=64-00-6a-0a-92-17%5efe80
%3a%3a7d23%3al3bb%3abc5c%3ab273%2f64 0"

Registration Server version 9.2.6.94 , Relay version 9.2.6.94

Relay does not require authentication.
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Client has an AuthenticationCertificate

Relay selected: TRENDSCAN.sps.co.in. at: 10.110.1.30:52311 on: IPV4
At 09:52:13 +0530 -

PollForCommands: Requesting commands

PollForCommands: commands to process: ©
At 09:52:14 +0530 -

Entering service loop
At ©09:52:15 +0530 -

Successful Synchronization with site 'actionsite' (version 2226) -
"http://TEMSPS.sps.co.in:52311/cgi-bin/bfgather.exe/actionsite’

Successful Synchronization with site 'mailboxsite' (version 16) -
"http://TEMSPS.sps.co.in:52311/cgi-bin/bfgather.exe/mailboxsitel14802995"

Successful Synchronization with site 'Patching Support' (version 467) -
"http://sync.bigfix.com/cgi-bin/bfgather/patchingsupport’

ActiveDirectory: Refreshed Computer Information - Domain: SPSALWAR

SetuplListener success: IPV4/6
At 09:52:16 +0530 -

Encryption: optional encryption with no certificate; reports in cleartext
At 09:52:49 +0530 -

Report posted successfully
At 09:52:53 +0530 -

User interface process started for user '0009825'

ActiveDirectory: User logged in - Domain: SPSALWAR User: 0009825

ActiveDirectory: Purging User information - Domain: SPSALWAR User: 0007527

ActiveDirectory: Purging User information - Domain: SPSALWAR User: 0008441
At 09:52:59 +0530 -

ActiveDirectory: Refreshed User Information - Domain: SPSALWAR User: 0009825
At 10:17:32 +0530 -

Report posted successfully
At 10:36:05 +0530 -

Report posted successfully
At 10:40:41 +0530 -

User interface process ended (30.109) for user '0009825'. Retry in 5 minutes.

User interface session ended for user '0009825'

At 10:43:44 +0530 - Enterprise Security
(http://sync.bigfix.com/cgi-bin/bfgather/bessecurity)

Fixed - 3009008: Security Advisory: Vulnerability in SSL 3.0 Could Allow
Information Disclosure - Disable Workaround for IE Settings (Disable SSL 3.0 and
enable TLS 1.0, TLS 1.1, and TLS 1.2 in Internet Explorer) (fixlet:300900805)
At 10:45:03 +0530 -

Report posted successfully
At 11:04:07 +0530 -

Report posted successfully
At 11:10:59 +0530 -

Report posted successfully
At 11:40:00 +0530 -

Report posted successfully
At 12:08:02 +0530 -
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Report posted successfully
At 12:16:25 +0530 -

GatherHash command received.

At 12:16:27 +0530 - Updates for Windows Applications
(http://sync.bigfix.com/cgi-bin/bfgather/updateswindowsapps)

Downloaded
"http://TRENDSCAN.sps.co.in:52311/bfmirror/bfsites/enterprisemirror_7_877/ _diffsit
e876' as ' _TempUpdateFilename'

At 12:16:45 +0530 - Updates for Windows Applications
(http://sync.bigfix.com/cgi-bin/bfgather/updateswindowsapps)

Gather::SyncSiteByFile merging files - count: 2
At 12:16:50 +0530 -

Successful Synchronization with site 'Updates for Windows Applications' (version
877) - 'http://sync.bigfix.com/cgi-bin/bfgather/updateswindowsapps’

At 12:16:51 +0530 -

Processing fixlet site.
At 12:16:54 +0530 -

DownloadPing command received (ID=21424)

At 12:16:54 +0530 - Updates for Windows Applications
(http://sync.bigfix.com/cgi-bin/bfgather/updateswindowsapps)

Fixed - Flash Player 20.0.0.270 Available - Internet Explorer (Superseded)
(fixlet:1091287)

Fixed - Java Runtime Environment 8 update 65 (32-bit) Available (JRE < 8 32-bit
version Installed) (x64) (Superseded) (fixlet:7056429)

Fixed - Java Runtime Environment 8 update 66 (32-bit) Available (JRE < 8 32-bit
version Installed) (x64) (Superseded) (fixlet:7056443)

At 12:18:09 +0530 -

Report posted successfully
At 12:18:20 +0530 -

DownloadPing command received (ID=21425)

At 12:18:22 +0530 -

DownloadPing command received (ID=21426)

DownloadPing command received (ID=21427)

DownloadPing command received (ID=21428)

At 12:18:23 +0530 -

DownloadPing command received (ID=21429)
At 12:18:24 +0530 -

DownloadPing command received (ID=21430)

DownloadPing command received (ID=21431)
At 12:18:25 +0530 -

DownloadPing command received (ID=21432)

DownloadPing command received (ID=21446)
At 12:18:26 +0530 -

DownloadPing command received (ID=21447)

DownloadPing command received (ID=21448)
At 12:18:28 +0530 -

DownloadPing command received (ID=21449)

DownloadPing command received (ID=21450)
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At

At

At

At

At

At

At

At

At

At

At

At

At

12:18:29 +0530 -
DownloadPing command
DownloadPing command
12:18:30 +0530 -
DownloadPing command
DownloadPing command
DownloadPing command
12:18:31 +0530 -
DownloadPing command
DownloadPing command
12:18:32 +0530 -
DownloadPing command
12:18:33 +0530 -
DownloadPing command
12:18:34 +0530 -
DownloadPing command
12:18:35 +0530 -
DownloadPing command
12:18:36 +0530 -
DownloadPing command
12:18:37 +0530 -
DownloadPing command
DownloadPing command
DownloadPing command
12:18:38 +0530 -
DownloadPing command
12:18:39 +0530 -
DownloadPing command
12:18:41 +0530 -
DownloadPing command
DownloadPing command
DownloadPing command
12:18:42 +0530 -
DownloadPing command

received
received

received
received

received

received
received

received
received
received
received
received
received
received
received
received
received
received
received

received

received

20160120

(ID=21451)
(ID=21452)

(ID=21453)
(ID=21454)
(ID=21457)

(ID=21458)
(ID=21459)

(ID=21460)
(ID=21461)
(ID=21462)
(ID=21463)
(ID=21464)
(ID=21466)
(ID=21467)
(ID=21468)
(ID=21469)
(ID=21470)
(ID=21471)
(ID=21472)

(ID=21473)

(ID=21474)

At 12:18:42 +0530 - Updates for Windows Applications
(http://sync.bigfix.com/cgi-bin/bfgather/updateswindowsapps)
Relevant - Flash Player 20.0.0.286 Available - Internet Explorer
(fixlet:1091291)
At 12:18:42 +0530 -
DownloadPing command
12:18:43 +0530 -
DownloadPing command
12:18:44 +0530 -
DownloadPing command
12:18:45 +0530 -
DownloadPing command
DownloadPing command
DownloadPing command

received (ID=21478)
At
received (ID=21479)
At
received (ID=21480)
At
received
received

received

(ID=21481)
(ID=21482)
(ID=21483)
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At 12:18:47 +0530 -
DownloadPing command received (ID=21484)
DownloadPing command received (ID=21486)
At 12:18:48 +0530 -
DownloadPing command received (ID=21487)
At 12:18:49 +0530 -
DownloadPing command received (ID=21488)
DownloadPing command received (ID=21489)
DownloadPing command received (ID=21490)
DownloadPing command received (ID=21491)
At 12:18:50 +0530 -
DownloadPing command received (ID=21492)
At 12:18:51 +0530 -
DownloadPing command received (ID=21493)
At 12:18:52 +0530 -
DownloadPing command received (ID=21494)
At 12:18:54 +0530 -
DownloadPing command received (ID=21502)
At 12:18:55 +0530 -
DownloadPing command received (ID=21503)
At 12:18:56 +0530 -
DownloadPing command received (ID=21504)
At 12:18:57 +0530 -
DownloadPing command received (ID=21506)
DownloadPing command received (ID=21507)
DownloadPing command received (ID=21508)
At 12:18:58 +0530 -
DownloadPing command received (ID=21509)
At 12:18:59 +0530 -
DownloadPing command received (ID=215190)
At 12:19:01 +0530 - Updates for Windows Applications
(http://sync.bigfix.com/cgi-bin/bfgather/updateswindowsapps)
Relevant - Java Runtime Environment 8 update 71 (32-bit) Available (JRE < 8
32-bit version Installed) (x64) (fixlet:7056467)
At 12:19:01 +0530 -
DownloadPing command received (ID=21511)
At 12:19:01 +0530 - Updates for Windows Applications
(http://sync.bigfix.com/cgi-bin/bfgather/updateswindowsapps)
Relevant - Java Runtime Environment 8 update 72 (32-bit) Available (JRE < 8
32-bit version Installed) (x64) (fixlet:7056469)
At 12:19:01 +0530 -
DownloadPing command received (ID=21512)
At 12:19:02 +0530 -
DownloadPing command received (ID=21513)
DownloadPing command received (ID=21514)
At 12:19:03 +0530 -
DownloadPing command received (ID=21522)
DownloadPing command received (ID=21523)
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At

At

At

At

At

At

At

At

At

At

At

At

At

At

At

At

At

At

At

At

At

At

12:19:04 +0530 -
DownloadPing command
DownloadPing command
DownloadPing command
12:19:05 +0530 -
DownloadPing command
12:20:34 +0530 -

received
received
received

received

Report posted successfully

12:20:42 +0530 -
DownloadPing command
12:20:47 +0530 -
DownloadPing command
12:20:50 +0530 -
DownloadPing command
12:20:55 +0530 -
DownloadPing command
12:20:58 +0530 -
DownloadPing command
12:21:01 +0530 -
DownloadPing command
12:21:04 +0530 -
DownloadPing command
12:21:07 +0530 -
DownloadPing command
12:21:09 +0530 -
DownloadPing command
DownloadPing command
12:21:10 +0530 -
DownloadPing command
12:21:11 +0530 -
DownloadPing command
DownloadPing command
12:21:12 +0530 -
DownloadPing command
12:21:13 +0530 -
DownloadPing command
12:21:14 +0530 -
DownloadPing command
12:21:16 +0530 -
DownloadPing command
12:21:36 +0530 -
DownloadPing command
12:21:37 +0530 -
DownloadPing command
12:21:38 +0530 -
DownloadPing command
12:21:42 +0530 -
DownloadPing command

received

received

received

received

received

received

received

received

received
received

received

received
received

received

received

received

received

received

received

received

received

20160120

(ID=21524)
(ID=21525)
(ID=21526)

(ID=21527)

(ID=21528)
(ID=21529)
(ID=21530)
(ID=21531)
(ID=21532)
(ID=21533)
(ID=21534)
(ID=21535)

(ID=21536)
(ID=21538)

(ID=21539)

(ID=21540)
(ID=21541)

(ID=21542)
(ID=21543)
(ID=21544)
(ID=21545)
(ID=21546)
(ID=21547)
(ID=21548)

(ID=21549)
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At

At

At

At

At

At

At

(http://sync.bigfix.

At

At

At

At

At

At

At

12:21:46 +0530 -

20160120

DownloadPing command received (ID=21550)

12:21:51 +0530 -

DownloadPing command received (ID=21551)

12:21:54 +0530 -

DownloadPing command received (ID=21552)

12:41:02 +0530 -
Report posted successfully
12:41:11 +0530 -

User interface process started for user '0008441'

ActiveDirectory: User logged in - Domain: SPSALWAR User: 0008441
ActiveDirectory: Purging User information - Domain: SPSALWAR User: 0007527
ActiveDirectory: Purging User information - Domain: SPSALWAR User: 0011918

12:41:18 +0530 -
ActiveDirectory: Refreshed

User Information - Domain: SPSALWAR User: 0008441

12:51:04 +0530 - Enterprise Security

com/cgi-bin/bfgather/bessecurity)

Relevant - 3009008: Security Advisory: Vulnerability in SSL 3.0 Could Allow
Information Disclosure - Disable Workaround for IE Settings (Disable SSL 3.0 and
enable TLS 1.0, TLS 1.1, and TLS 1.2 in Internet Explorer) (fixlet:300900805)

12:52:23 +0530 -
Report posted successfully
13:08:14 +0530 -
Report posted successfully
13:27:37 +0530 -
Report posted successfully
13:53:51 +0530 -
Report posted successfully
14:12:37 +0530 -
Report posted successfully
14:30:05 +0530 -
Report posted successfully

14:48:27 +0530 - IBM Endpoint Manager for Software Use Analysis
(http://sync.bigfix.com/cgi-bin/bfgather/ibmforsua)

BackgroundAdviceEvaluation
BackgroundAdviceEvaluation

::FinishDataloop side line file Catalog Update.fxf
::FinishDataloop side line file Deployment.fxf

At 14:48:42 +0530 - IBM License Reporting
(http://sync.bigfix.com/cgi-bin/bfgather/ibmlicensereporting)

At

At

At

At

BackgroundAdviceEvaluation
BackgroundAdviceEvaluation
14:50:47 +0530 -
Report posted successfully
15:13:16 +0530 -
Report posted successfully
15:29:35 +0530 -
Report posted successfully
15:40:27 +0530 -
Report posted successfully

::FinishDataloop side line file Catalog Update.fxf
::FinishDatalLoop side line file Deployment.fxf

Page 7



20160120
At 15:48:41 +0530 -

Beginning Relay Select
At 15:48:42 +0530 -

RegisterOnce: Attempting secure registration with
"https://TRENDSCAN.sps.co.in:52311/cgi-bin/bfenterprise/clientregister.exe?RequestT
ype=RegisterMe60&ClientVersion=9.2.6.94&Body=14802995&SequenceNumber=39&MinRelayVer
sion=7.1.1.0&CanHandleMVPings=1&Root=http://TEMSPS.sps.co.in%3a52311&AdapterInfo=64
-00-6a-0a-92-17 _10.110.0.0%2f21 10.110.2.102 O&AdapterIpv6=64-00-6a-0a-92-17%5efe80
%3a%3a7d23%3al3bb%3abc5c%3ab273%2f64_0'

Unrestricted mode

Configuring listener without wake-on-1lan

Registered with url
"https://TRENDSCAN.sps.co.in:52311/cgi-bin/bfenterprise/clientregister.exe?RequestT
ype=RegisterMe60&ClientVersion=9.2.6.94&Body=14802995&SequenceNumber=39&MinRelayVer
sion=7.1.1.0&CanHandleMVPings=1&Root=http://TEMSPS.sps.co.in%3a52311&AdapterInfo=64
-00-6a-0a-92-17 _10.110.0.0%2f21 10.110.2.102 O&AdapterIpv6=64-00-6a-0a-92-17%5efe80
%3a%3a7d23%3al3bb%3abc5c%3ab273%2f64_0'

Registration Server version 9.2.6.94 , Relay version 9.2.6.94

Relay does not require authentication.

Client has an AuthenticationCertificate

Relay selected: TRENDSCAN.sps.co.in. at: 10.110.1.30:52311 on: IPV4
At 15:48:46 +0530 -

ShutdownlListener

SetuplListener success: IPV4/6
At 16:00:54 +0530 -

Report posted successfully
At 16:05:05 +0530 -

Successful Synchronization with site 'Enterprise Security' (version 2423) -
"http://sync.bigfix.com/cgi-bin/bfgather/bessecurity"’

At 16:09:33 +0530 -

GatherHash command received.

At 16:09:35 +0530 - Enterprise Security
(http://sync.bigfix.com/cgi-bin/bfgather/bessecurity)

Downloaded
"http://TRENDSCAN.sps.co.in:52311/bfmirror/bfsites/enterprisemirror_5 2424/ diffsi
te2423' as ' TempUpdateFilename'

At 16:10:11 +0530 - Enterprise Security
(http://sync.bigfix.com/cgi-bin/bfgather/bessecurity)

Gather::SyncSiteByFile merging files - count: 17
At 16:10:29 +0530 -

Successful Synchronization with site 'Enterprise Security' (version 2424) -
"http://sync.bigfix.com/cgi-bin/bfgather/bessecurity"

At 16:10:34 +0530 -

Processing fixlet site.

At 16:16:11 +0530 - Enterprise Security
(http://sync.bigfix.com/cgi-bin/bfgather/bessecurity)

Relevant - 3114544: Update for Outlook 2007 Junk Email Filter - Outlook 2007

Gold - KB3114544 (fixlet:311454401)
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At 16:17:14 +0530 -

Report posted successfully
At 16:20:10 +0530 - Enterprise Security
(http://sync.bigfix.com/cgi-bin/bfgather/bessecurity)

Relevant - 2952664: Compatibility update for upgrading Windows 7 - Windows 7 SP1
(x64) (V15.0) (fixlet:295266455)

Relevant - 2977759: Compatibility update for Windows 7 RTM - Windows 7 Gold/SP1
- KB2977759 (x64) (V11.0) (fixlet:297775905)

Relevant - 3102429: Update that supports Azerbaijani Manat and Georgian Lari
currency symbols in Windows - Windows 7 SP1 - KB3102429 (x64) (V2.0)
(fixlet:310242925)

At 16:21:12 +0530 -

Report posted successfully
At 16:21:22 +0530 - Enterprise Security
(http://sync.bigfix.com/cgi-bin/bfgather/bessecurity)

Fixed - 2952664: Compatibility update for upgrading Windows 7 - Windows 7 SP1
(x64) (V14.0) (Superseded) (fixlet:295266403)

Fixed - 2977759: Compatibility update for Windows 7 RTM - Windows 7 Gold/SP1
(x64) (V10.0) (Superseded) (fixlet:297775903)

Fixed - 3114427: Update for Outlook 2007 Junk Email Filter - Outlook 2007 -
KB3114427 (Superseded) (fixlet:311442701)

At 16:23:27 +0530 -

Report posted successfully
At 16:33:26 +0530 -

Report posted successfully
At 16:57:19 +0530 -

Report posted successfully
At 17:18:45 +0530 -

Report posted successfully
At 17:38:41 +0530 -

Report posted successfully
At 18:03:42 +0530 -

Report posted successfully
At 18:23:36 +0530 -

Report posted successfully
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