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How BigFix grew 10x in 2 years

»Today
35,500 endpoints
»2““ Deployment
20,000 endpoints

15t Deployment
9,000 endpoints

Milestone

Launch
3,600 endpoints

Jan 2013 Feb 2014 Jan 2015 June 2015  July 2015 Oct 2015

Lifecycle Management

Patching and App Deployment

BigFix Inventory (aka SUA)
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ServiceNow — Long-term Asset Inventory

 Contains up-to-date information via BigFix
» Links computer asset to customer
 Links incident tickets to computer

* |nfinite data retention
» Compared to BigFix ~30 days
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ServiceNow Imports

» Workstations (Windows and Linux)
* Mac OS X
« Servers
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ServiceNow —Import Process for Workstations

 Nightly job to import BigFix Endpoint data
* BigFix ComputerID
+ Basic hardware info
* Encryption info
» User info
* Active Directory
- Computer Registration
» Uses field mappings
» Unique identifier is serial number

« ServiceNow CMDB
+ Updates/Creates the record
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ServiceNow — Import Process for Servers

* Nightly imports into the SN Server CI Class
 Server hardware info
* Physical/Virtual
* Ownership info

» Unique ldentifiers:
« Host name and MAC Address

+ Updates/Creates the record
» Sets Status to Deployed
+ Sets Cl Class to Server
« Sets Support Group
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Security Exempt

= Computer

lon Process

/4’ Save and Clk

Created 2015-08-14 02:23:49 Sub Program Name -- None -- H
Created by bigfix.integration Cost
Updated 2015-10-21 02:13:53 Purchase Order #
Updated by bigfix.integration
cation and User Informati.. * Encryption Information Hardware Spec  Financial Information = Security Exceptions
Anti-virus Software Exception Anti-virus Exception Start Date
Anti-virus Business Justification Anti-virus Exception End Date
Encryption Exception Encryption Exception Start 2015-10-12
Date
ene 'yptI(]):(_[lil;xl::[l:s rﬁ:l::)g:r?:::lyyp:\f)i:r:get:'g:cn’:ir ond of Encryption Exception End Date 2016-10-12

company, would like to use my
computer for exams until then. no PHI
will be used on this computer thanks!
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Security Exemption Process

Check or Un-  EW-NMIEYIE
check - Encryption
exemption - Security Connect

and exemption checkboxes to BigFix
taskiD taskIDs

- Updates
custom

oy "
information technolo
% 12 .: FIELD SERVICES gy



e

c:: information technology
FIELD SERVICES




Michael Kearns

Michael.Kearns@ucsf.edu

c:: information technology
14 FIELD SERVICES



